


























(1) the CUI Banner Marking requires the letters “CUI” and shall replace all
legacy labels when data and information are updated or re-used. This
includes labels such as “For Official Use Only,” “Sensitive but
Unclassified,” “Office Use Only”, “Limited Distribution™, “Pre-
decisional”, and any other such labels, and

(2) a CUI Designation Indicator shall include the name of the designating
agency, which may take the form of official agency letterhead, signature
block, or another standard agency indicator, and a point of contact (i.e.,
name and email) for the CUI. When feasible, the CUI Designation
Indicator shall also include a decontrol date or specific event which
triggers decontrol of the CUI.

If not utilizing the Standard CUI Markings, authorized alternate marking

methods include, but are not limited to:

(1) covering all CUI in paper format with the approved CUI cover sheet
(Standard Form [SF] 901),

(2) labeling electronic media with the appropriate authorized CUI labels
(SF 902 or SF 903),

(3) labeling storage containers and secure spaces with a noticeable sign
indicating the presence of CUI,

(4) adding metadata to electronic documents containing CUI content, or

(5) marking electronic information systems as containing CUI upon entry
or as a consistent banner markings.

When receiving CUI from an external source or authorized holder outside
PBGC, notify the designating (originating) agency if the data or information
is marked inappropriately.

PBGC is not authorized to modify the designating agency’s CUI designation
without explicit approval from the designating agency.

PBGC will not modify the CUI markings of another agency without explicit
written consent from the designating or disseminating agency.

11.  DESTROYING CUI:

a.

Destruction of CUI in any format must be done in a manner that renders it
unreadable, indecipherable, and irrecoverable. CUI in paper format must not
be disposed of in trash bins, recycling bins, or using personal office
shredders. CUI in paper format must be disposed of using only PBGC-
approved destruction methods.

If a PBGC federal employee or contractor works from an alternate worksite,
CUI must be returned to a PBGC-controlled facility for proper destruction
and destroyed using PBGC-approved protocols.

12. DECONTROLLING CUI:

a.

There are no specific timelines to decontrol CUI unless specifically required
in a law, regulation, or government-wide policy. PBGC may decontrol CUI
automatically when triggered by a condition stated in 32 C.F.R. 2002.18(b) or
by request of an authorized holder. PBGC may also decontrol CUI when
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13.

14.

15.

16.

/o

doing so is in the best interest of PBGC and does not conflict with governing
laws, regulations, or government-wide policies.

PBGC’s CUI SAO is PBGC’s CUI Decontrol Authority and makes final
determinations on decontrolling PBGC CUI upon an authorized holder’s
request.

Decontrolled CUI is still subject to PBGC’s public release procedures.
Unauthorized disclosure of CUI does not constitute decontrol.

Authorized holders cannot decontrol CUI to conceal or avoid accountability
for any unauthorized disclosure.

CUI SELF-INSPECTION:

a.

b.

PBGC’s CUI Program conducts an annual self-inspection to measure and
monitor implementation and management of PBGC’s CUI program.

The self-inspection includes, among other elements, a method to resolve
deficiencies and implement lessons learned.

CUI MISUSE EVENT MANAGEMENT:

a.

All PBGC federal employees and contractors shall report CUI Misuse Events
upon discovery using official reporting channels identified in PBGC’s CUI
Program Guidance documents.

The CUI Program conducts internal reviews of any CUI Misuse event
impacting PBGC information and determines necessary mitigation strategies
as appropriate. Such actions will focus on correcting or eliminating the
conditions contributing to the CUI Misuse event.

NON-COMPLIANCE:

a.

The discovery of non-compliance may occur during program compliance
assessments, CUI Misuse event reports, or during the normal course of doing
business. Covered individuals who do not comply with this policy, including
the standards, procedures, processes, and guidance developed and
disseminated by the CUI Program, may be subject to corrective, disciplinary
and/or adverse action, as described in:

(1) PBGC Directive PM 30-01, for employees.

(2) PBGC Directive FM 15-03, for contractors.

A federal information system that does not comply with this policy, including
the standards, procedures, processes, and guidance developed and
disseminated by the CUI Program, is subject to CUI SAO review which may
result in the CUI SAO recommending the system be barred from operating
until the system is brought into compliance.

TRAINING:

a.

Training is mandatory for all PBGC federal employees and contractors with
access to or potential access to CUI. Initial CUI training is mandatory upon
onboarding, and refresher training is required to be completed at least once
every two years after that.

PBGC federal employees and contractors serving in certain roles (e.g.,
acquisition community) may also require supplemental mandatory training.
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