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2 Privacy Impact Assessment 
A P r i v a c y i m p a c t A s s e s s m e n t  is a n a n a l y s i s o f h o w i n f o r m a t i o n i s / w i l l b e h a n d l e d : 

i . T o e n s u r e h a n d l i n g c o n f o r m s t o a p p l i c a b l e l e g a l , r e g u l a t o r y , a n d p o l i c y 

requirements regarding privacy, 
ii. To determine risks and effects of collecting, maintaining, and disseminating 

information I n an identifiable form in an electronic information system, and 
i i i . T o e x a m i n e a n d e v a l u a t e p r o t e c t i o n s a n d a l t e r n a t i v e p r o c e s s e s f o r h a n d l i n g 

i n f o r m a t i o n , t o m i t i g a t e p o t e n t i a l p r i v a c y r i s k s . 

Privacy concerns are highest for systems that contain Personally Identifiable Information 
  is defined a s information that can  used to distinguish or trace an individual's 

identity, either alone or when combined with other information that is linked or linkable to 
a specific individual. Because there are many types of information that can be used to 

d i s t i n g u i s h o r t r a c e a n i n d i v i d u a l ' s i d e n t i t y , t h e t e r m  i s 
n e c e s s a r i l y b r o a d . 

For example, consider a person n a m e d  J o n e s . 
T h e r e a r e o v e r 2 0 0 m i l l i o n r e s u l t s i n a n i n t e r n e t s e a r c h 
for this name. But if we combine information such as a 
date of birth, the last four digits of a (or worse, an entire) 
S o c i a l S e c u r i t y N u m b e r , o r a s p o u s e ' s n a m e , t h e n u m b e r 
of persons to whom we couid be referring begins to 
narrow quite rapidly. These types of information are 
considered identifiers. Identifiers that uniquely identify 
a person are the focus of privacy protection. 



2 . 1 T h e Com ponents o f t h e S y s t e m 
Name of 
component 

D e s c r i b e t h e 
 ( 1 o r 2 

s e n t e n c e s ) 

Does this 
component 
contain P I I 

In what system of 
records (SORN) is 
this i n f o r m a t i o n 
stored 

What is the Legal 
Authority  
collection of this 
information 

Does this s y s t e m 
share  
internally (please 
detail in question 9) 

Personnel S e c u r i t y 
Investigation 
System  

P S I S  a 
b a c k g r o u n d 
i n v e s t i g a t i o n a n d 
s e c u r i t y c l e a r a n c e 

 m a n a g e m e n t 
s y s t e m . 

Yes  
Personnel  
Investigation 
Records 

PBGC's authority 
to collect 
information from 
you is derived 
f r o m : 29  § 
1302; 5 U.S.C. § 
3301; 44 U.S.C. § 
3101; Exec. Order 
No. 10,450; Exec. 
Order No. 10,577; 
Exec. Order No. 
12,968; Exec. 
Order No. 13,467; 
Exec. Order No. 
13,488; Exec. 
Order No. 13,764; 
5 C.F.R. § 5.2; 5 
C.F.R. §§ 731-732, 
and 736; 5 C.F.R. § 
1400; OMB 
Circular No.  
(Revised July  
2016); Federal 
Information 
Processing 
Standard 201; and 

No 



H o m e l a n d S e c u r i t y 
P r e s i d e n t i a l 
D i r e c t i v e 1 2 . 

eDelivery  i s a n 
e l e c t r o n i c s o l u t i o n 
h o s t e d b y O P M . I t 
p r o v i d e s P B G C ' s 

 R e s o u r c e 
D e p a r t m e n t ( H R D ) 
w i t h t h e a b i l i t y t o 
s e c u r e l y r e t r i e v e 
i n v e s t i g a t i v e f i l e s 
t o p r o c e s s , 
a d j u d i c a t e a n d 
track t h e s t a t u s of 
background 
i n v e s t i g a t i o n 
c a s e s . 

Yes  
P e r s o n n e l S e c u r i t y 
I n v e s t i g a t i o n 
R e c o r d s 

P B G C ' s a u t h o r i t y 
t o c o l l e c t 
i n f o r m a t i o n f r o m 
y o u i s d e r i v e d 
f r o m : 2 9 U . S . C . § 
1 3 0 2 ; S U . S . C . § 
3 3 0 1 ; 4 4 U . S . C . § 
3 1 0 1 ; E x e c . O r d e r 
N o . 1 0 , 4 5 0 ; E x e c . 
O r d e r N o . 10,577; 
Exec. Order No. 
12,968; E x e c . 
Order No. 13,467; 
Exec. Order No. 
13,488; Exec. 
Order No. 13,764; 
5 C.F.R. § 5.2; 5 
C.F.R. §§ 731-732, 
and 736; 5 C . F . R . § 
1 4 0 0 ; O M B 
C i r c u l a r N o .  
(Revised J u l y 2 7 , 
2 0 1 6 ) ; F e d e r a l 
       

 
P r o c e s s i n g 
S t a n d a r d 2 0 1 ; a n d 
H o m e l a n d S e c u r i t y 
P r e s i d e n t i a l 
D i r e c t i v e 1 2 . 

No 



2 , 2 The System as a  
1. P l e a s e d e s c r i b e t h e p u r p o s e o f t h e  w h e n c o n s i d e r e d a s a w h o l e , p l e a s e 

i n c l u d e i f t h i s i s a n e x i s t i n g system ( e i t h e r a n a n n u a l r e c e r t i f i c a t i o n u p d a t e o r a 

m a j o r c h a n g e ) 

 i s a b a c k g r o u n d i n v e s t i g a t i o n a n d s e c u r i t y c l e a r a n c e q u e r y a p p l i c a t i o n . T h i s 
a p p l i c a t i o n e n a b l e s H R D t o u p d a t e a n d q u e r y r e l e v a n t i n f o r m a t i o n a b o u t 
e m p l o y e e s a n d c o n t r a c t o r s t o t r a c k t h e s t a t u s o f b a c k g r o u n d i n v e s t i g a t i o n s a n d 
security c l e a r a n c e s . e D e l i v e r y p r o v i d e s H R D w i t h t h e a b i l i t y t o s e c u r e l y r e t r i e v e 
i n v e s t i g a t i v e f i l e s t o p r o c e s s , a d j u d i c a t e a n d t r a c k t h e s t a t u s o f P B G C 
b a c k g r o u n d i n v e s t i g a t i o n c a s e s . 

2 . W h a t a r e t h e C o n f i d e n t i a l i t y , A v a i l a b i l i t y , a n d I n t e g r i t y r a t i n g s f o r t h e s y s t e m a s a 

w h o l e ? 
C o n f i d e n t i a l i t y 
I n t e g r i t y 
A v a i l a b i l i t y 

M o d e r a t e 
M o d e r a t e 
M o d e r a t e 



3 . L i s t a n d d i s c u s s t h e s o u r c e s f r o m w h i c h t h e  c o l l e c t s  ( f o r i n s t a n c e , f r o m 
a n i n d i v i d u a l , a n o t h e r f e d e r a l a g e n c y , e t c . ) ; t h e f o r m a t i n w h i c h P I I i s c o l l e c t e d ( f o r 
i n s t a n c e , v i a a f o r m , f a c e - t o - f a c e , p h o n e ,  t h e n o t i f i c a t i o n g i v e n a t t i m e o f 

 f r o m a n i n d i v i d u a l r e g a r d i n g t h e P r i v a c y A c t a n d t h e a b i l i t y t o o p t - o u t o f 
c o l l e c t i o n ( a n d t h e c o n s e q u e n c e s o f o p t i n g o u t ) . I n c l u d e a c o p y o f a l l f o r m s a n d 
P r i v a c y A c t s t a t e m e n t s u s e d t o c o l l e c t i n f o r m a t i o n . 

 w i l l b e c o l l e c t e d v i a h a r d - c o p y a n d e n t e r e d i n t o P S I S b y s y s t e m 
a d m i n i s t r a t o r s . S o m e i n f o r m a t i o n w i l l b e c o l l e c t e d f r o m t h e F e d e r a l P e r s o n n e l 
a n d P a y r o l l S y s t e m ( F P P S ) v i a m a n u a l u p l o a d b y P S I S s y s t e m u s e r s . O t h e r 
i n f o r m a t i o n , s u c h a s  a n d A D - I D , a r e p u l l e d f r o m o t h e r s y s t e m s ( G e n e r a l 
S e r v i c e s A d m i n i s t r a t i o n ( G S A ) r e p o r t s a n d A c t i v e D i r e c t o r y ) . e D e l i v e r y a n d 
P e r s o n n e l I n v e s t i g a t i o n P r o c e s s i n g S y s t e m  d a t a i s c o l l e c t e d f r o m t h e 
N a t i o n a l B a c k g r o u n d I n v e s t i g a t i o n s B u r e a u  s y s t e m s v i a t h e 
C o n n e c t D i r e c t F i l e T r a n s f e r P r o t o c o l ( F T P ) c l i e n t . T h e  m o d u l e a l l o w s 
e x t e r n a l u s e r s t o a c c e s s t h e s y s t e m w i t h l i m i t e d u s e . U s e r s  b e a b l e t o 
s e c u r e l y u p l o a d d o c u m e n t s t o t h e i r r e s p e c t i v e c a s e f i l e s a n d v i e w w h e r e t h e i r 

 a r e i n t h e w o r k f l o w . 

Individual 

Federal Agency 

Phone 

Website 

From another information system 

4 . D i s c u s s a n y p r i v a c y c o n t r o l s t h a t P B G C i n h e r i t s f r o m a n e x t e r n a l p r o v i d e r  
p r o v i d e r , t h i r d p a r t y p r o v i d e r , a n o t h e r g o v e r n m e n t a g e n c y , e t c . ) I f a n 
I n t e r c o n n e c t i o n S e c u r i t y A g r e e m e n t ( I S A ) , M e m o r a n d u m o f U n d e r s t a n d i n g ( M O U ) , 
o r s i m i l a r d o c u m e n t i s i n p l a c e , p l e a s e s u m m a r i z e t h e p r i v a c y a p p l i c a b l e p o r t i o n s o f 

 

t h a t  

5. F o r  u s e r r o l e s i n  s y s t e m : 

R o l e N a m e N u m b e r o f U s e r s A p p r o v e r A c c e s s L e v e l R e c e r t i f i c a t i o n D a t e 

i n t h a t r o l e ( R e a d , W r i t e , e t c ) 



S y s t e m U s e r s 7 - 1 0 M a n a g e r / C O R 
a n d P S I S 

  

C r e a t e , R e a d , 
W r i t e , U p d a t e . 

08/06/2018 

S y s t e m 
A d m i n i s t r a t o r s 

1-3 M a n a g e r / C O R 
a n d P S I S 
A d m i n i s t r a t o r 

C r e a t e , R e a d , 
W r i t e , U p d a t e , 
D e l e t e 

0 8 / 0 6 / 2 0 1 8 

T h i r d P a r t y 
C o n t r a c t o r 

A s 
r e q u e s t e d 
o n l y 

F e d e r a l P S I S 
A d m i n i s t r a t o r 

C r e a t e , R e a d , 
W r i t e , U p d a t e , 
D e l e t e 

N / A 

6 . D o e s t h e S y s t e m l e v e r a g e t h e E n t e r p r i s e A c c e s s C o n t r o l s ? 
 Y e s 

•  N o 

7 . D i s c u s s t h e P h y s i c a l , T e c h n i c a l , a n d A d m i n i s t r a t i v e c o n t r o l s t h a t a r e e m p l o y e d t o 

s e c u r e t h e P I I i n t h e s y s t e m . 

Physical Controls- security guards, key entry, locked file cabinets, secured facility, 
closed circuit television, cipher locks, identification badges, and locked offices 

Technical Controls- password protection, network firewalls, unique user 
identification names, encryption, intrusion detection system, personal identity 
verification card access, and public key infrastructure certificates 

Administrative Controls- periodic security audits, backups secured off-site, 
encryption of backups containing sensitive data, methods to ensure that only 
authorized personnel have access to PII, mandatory on-boarding training for 
security, privacy, and records management, annual refresher training for security, 
privacy, and records management, and role-based training. 

8. F o r t h e P I I i n  s y s t e m , d i s c u s s t h e a c t u a l / i n t e n d e d u s e s o f t h e  t h e s t e p s t a k e n 

t o l i m i t t h e P I I c o l l e c t e d t o t h e m i n i m u m n e e d e d ; a n d t h e r e a s o n s t h e   

n e c e s s a r y a n d r e l e v a n t . 

PII is used to track background investigations  federal and contractor personnel 
and retrieve completed background investigations from OPM to support the 
suitability determination process  federal and contractor personnel. 

9 . D i s c u s s t h e d a t a f l o w s w i t h i n t h e s y s t e m ( i n c l u d e s o u r c e s o f d a t a f o r d a t a f l o w i n g 

i n t o t h e s y s t e m , d e s t i n a t i o n s f o r d a t a flowing o u t o f t h e s y s t e m , a n d a n y r o u t i n e 



uses applicable to the  For any information that is shared internally, be 
sure to discuss whether these data interconnections are noted in C S A M . B e sure to 
i n c l u d e a n y M O U , I S A , o r I n t e r a g e n c y A g r e e m e n t s . 

C u r r e n t l y  s y s t e m a d m i n i s t r a t o r m a n u a l l y d o w n l o a d s f i l e s f r o m t h e 
e D e l i v e r y i n t e r f a c e a n d p l a c e s t h e m o n P B G C n e t w o r k . 

P S I S  s o o n c o n n e c t d i r e c t l y t o t h e O P M S e r v e r i n o r d e r t o p u l l t h e 
b a c k g r o u n d i n v e s t i g a t i o n f i l e s t o t h e P B G C D M Z  S e r v e r t h r o u g h C o n n e c t 
D i r e c t S o f t w a r e . 

1 0 , D o e s t h e s y s t e m l e v e r a g e t h e c o m m o n l y o f f e r e d c o n t r o l f o r A c c o u n t i n g o f 

D i s c l o s u r e s ? 

 Y e s 

•  N o 



2.3 Privacy O f f i c e Review 

   M a r g a r e t D r a k e 

 R e v i e w e d : 4 / 3 / 1 9 

•:.    4 / 3 / 2 0 

   
 without conditions 

• A p p r o v e d  w i t h c o n d i t i o n s ( s e e b e l o w ) . 

• D e n i e d 

(For Privacy Office Use Only) 

Discuss analysis of risks and compensating controls (or other mitigation steps. 

Enter description here. 

Discuss any conditions on Approval 

Enter description here. 



2.4 Signatures and Approval 

I n f o r m a t i o n S y s t e m 
O w n e r / I n f o r m a t i o n O w n e r 

Name: John Goldsby 

Dept/Office: HRD 

Phone: 202-326-
 

 
  
I c e r t i f y t h a t t h i s  i s a n a c c u r a t e 
r e p r e s e n t a t i o n o f t h e  p r i v a c y 
c o n t r o l s i n p l a c e t o p r o t e c t   t h e 
s y s t e m d o e s / w i l l c o l l e c t o r  

Signature 

Date signed 

A u t h o r i z i n g O f f i c i a l 

Name: Arrie Etheridge 

Dept/Office: HRD 

Phone: 202-326-4000 
x3728 

EmaihEtheridge.Arrie 
@pbgc.gov  
I c e r t i f y t h a t t h i s P I A i s a n a c c u r a t e 
r e p r e s e n t a t i o n o f t h e s e c u r i t y a n d p r i v a c y 
c o n t r o l s i n p l a c e t o p r o t e c t  t h a t tj 
s y s t e m d o e s / w i l l c o l l e c t o r  

Signature 

Date signed 

C h i e f P r i v a c y O f f i c e r 

Name: 

I c e r t i f y t h a t I h a v e r e v i e w e d t h i s P I A  h a v e 
f u l l y c o n s i d e r e d t h e p r i v a c y   
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Signature 

Date signed 
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