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1 Privacy Point of Contact 

: Name J a m e s B u r n s 

j Title I n f o r m a t i o n S y s t e m O w n e r [ I S O ] 

i Phone  e x t . 3 5 2 5 

' Email 
B u r n s . j a m e s @ p b g c . g o v 

2 Privacy Impact Assessment 
A P r i v a c y I m p a c t A s s e s s m e n t ( P I A ) i s a n a n a l y s i s o f h o w i n f o r m a t i o n i s / w i l l b e h a n d l e d : 

i . T o e n s u r e h a n d l i n g c o n f o r m s t o a p p l i c a b l e l e g a l , r e g u l a t o r y , a n d p o l i c y 

r e q u i r e m e n t s r e g a r d i n g p r i v a c y , 
i i . T o d e t e r m i n e r i s k s a n d e f f e c t s o f c o l l e c t i n g , m a i n t a i n i n g ,  d i s s e m i n a t i n g 

i n f o r m a t i o n i n a n i d e n t i f i a b l e f o r m i n a n e l e c t r o n i c i n f o r m a t i o n s y s t e m , a n d 
i i i . T o e x a m i n e a n d e v a l u a t e p r o t e c t i o n s a n d a l t e r n a t i v e p r o c e s s e s f o r h a n d l i n g 

i n f o r m a t i o n t o m i t i g a t e p o t e n t i a l p r i v a c y r i s k s . 

P r i v a c y c o n c e r n s a r e h i g h e s t f o r s y s t e m s t h a t c o n t a i n P e r s o n a l l y I d e n t i f i a b l e I n f o r m a t i o n 
( P I I ) . P I I i s d e f i n e d a s i n f o r m a t i o n t h a t c a n b e u s e d t o d i s t i n g u i s h o r t r a c e a n i n d i v i d u a l ' s 
i d e n t i t y , e i t h e r a l o n e o r w h e n c o m b i n e d w i t h o t h e r i n f o r m a t i o n t h a t i s l i n k e d o r l i n k a b l e t o 
a s p e c i f i c i n d i v i d u a l . B e c a u s e t h e r e a r e m a n y t y p e s o f i n f o r m a t i o n t h a t c a n b e u s e d t o 

d i s t i n g u i s h o r t r a c e a n i n d i v i d u a l ' s i d e n t i t y , t h e t e r m P I I i s 

n e c e s s a r i l y b r o a d . 

 F o r e x a m p l e , c o n s i d e r a p e r s o n n a m e d M a r y J o n e s . 
T h e r e a r e o v e r 2 0 0 m i l l i o n r e s u l t s i n a n i n t e r n e t  
f o r t h i s n a m e . B u t i f w e c o m b i n e i n f o r m a t i o n s u c h a s a 

' | d a t e o f b i r t h , t h e l a s t f o u r d i g i t s o f a ( o r w o r s e , a n e n t i r e ) 

S o c i a l S e c u r i t y N u m b e r , o r a s p o u s e ' s n a m e , t h e n u m b e r 
o f p e r s o n s t o w h o m w e c o u l d b e r e f e r r i n g b e g i n s t o 
n a r r o w q u i t e r a p i d l y . T h e s e t y p e s o f i n f o r m a t i o n a r e 

  | c o n s i d e r e d i d e n t i f i e r s . I d e n t i f i e r s t h a t u n i q u e l y i d e n t i f y 

a p e r s o n a r e t h e f o c u s o f p r i v a c y p r o t e c t i o n . 



2.1 The Components of the System 
N a m e o f 
c o m p o n e n t 

D e s c r i b e t h e 
c o m p o n e n t ( 1 o r 2 
s e n t e n c e s ) 

D o e s t h i s 
c o m p o n e n t 
c o n t a i n P I I 

I n w h a t s y s t e m o f 
r e c o r d s ( S O R N ) i s 
t h i s i n f o r m a t i o n 
s t o r e d 

W h a t i s t h e L e g a l 
A u t h o r i t y f o r 
c o l l e c t i o n o f t h i s 
i n f o r m a t i o n 

D o e s t h i s s y s t e m 
s h a r e P I I 
i n t e r n a l l y  

detail in question 9 ) 

L e g a l M a n a g e m e n t 
S y s t e m ( L M S ) 

T h e  
M a n a g e m e n t 
S y s t e m ( L M S ) 
t r a c k s m a t t e r s 
( l e g a l c a s e s ) f o r 
t h e l e g a l d i v i s i o n s , 
i n c l u d i n g 
d o c u m e n t 
m a n a g e m e n t f o r 
a l l d o c u m e n t s 
r e l a t e d t o a m a t t e r 
( b o t h d o c u m e n t s 
w h i c h a r e 
p r o c e s s e d b y t h e 
F i l e R o o m a n d 

 w h i c h 
a r e a d d e d d i r e c t l y 
t o t h e m a t t e r ) , t h e 
l i s t o f a s s o c i a t e d 
p e r s o n n e l , k e y 
d a t e s f o r t h e 
m a t t e r , c a s e f a c t s , 
a n d a n y d i s c o v e r y 
r e s u l t s . 

Y e s S O R N P B G C 1 0 
A d m i n i s t r a t i v e 
A p p e a l s F i l e 
a p p l i e s t o A R T I S . 
S O R N P B G C 1 9 -
O G C C a s e 
M a n a g e m e n t 
a p p l i e s t o L M S . 

2 9 U . S . C . 1 3 0 2 ; 4 4 
U . S . C . 3 1 0 1 ; 5 
U . S . C . 3 0 1 ; 2 9 
U . S . C . c h . 1 8 . ; 2 9 
C F R 4 0 0 3 . 1 ( b ) ; 2 9 
C F R 4 0 0 3 . 2 2 ; 2 9 
C F R 4 0 0 3 . 5 9 . 

Y e s 

 A R T I S i s u s e d b y 
t h e A p p e a l s 

Y e s S O R N P B G C 1 0 -
A d m i n i s t r a t i v e 

2 9 U . S . C .  4 4 
U . S . C . 3 1 0 1 ; 5 

Y e s 



D i v i s i o n t o t r a c k 
p a r t i c i p a n t 
a p p e a l s from t h e i r 
i n i t i a l s u b m i s s i o n 
t o P B G C t h r o u g h 
a p p e a l r e s e a r c h , 
f i n a l 
d e t e r m i n a t i o n , 
a n d a l l 
c o r r e s p o n d e n c e 
w i t h t h e 
p a r t i c i p a n t 

A p p e a l s F i l e 
a p p l i e s t o A R T I S . 
S O R N P B G C 1 9 -
O G C C a s e 
M a n a g e m e n t 
a p p l i e s t o  

U . S . C . 3 0 1 ; 2 9 
U . S . C . c h .  2 9 
C F R 4 0 0 3 . 1 ( b ) ; 2 9 
C F R 4 0 0 3 . 2 2 ; 2 9 
C F R 4 0 0 3 . 5 9 . 



2.2 The System as a Whole 
1 . P l e a s e d e s c r i b e t h e p u r p o s e o f t h e s y s t e m , w h e n c o n s i d e r e d a s a w h o l e , p l e a s e 

i n c l u d e i f t h i s i s a n e x i s t i n g s y s t e m ( e i t h e r a n a n n u a l r e c e r t i f i c a t i o n u p d a t e o r a 

m a j o r c h a n g e ) 

A R T I S i s u s e d b y t h e O G C A p p e a l s D i v i s i o n t o r e v i e w , a n a l y z e , t r a c k , 
a p p r o p r i a t e l y p r o c e s s , a n d m a k e d e t e r m i n a t i o n s f o r a l l d o c k e t e d a p p e a l s o f 
P B G C b e n e f i t d e t e r m i n a t i o n . 

L M S a s s i s t s t h e c o r p o r a t i o n o n a b r o a d r a n g e o f l e g a l i s s u e s . L T P i s a n e x i s t i n g 
s y s t e m a n d g o e s t h r o u g h a n n u a l r e c e r t i f i c a t i o n . 

2 . W h a t a r e t h e C o n f i d e n t i a l i t y , A v a i l a b i l i t y , a n d I n t e g r i t y r a t i n g s f o r t h e s y s t e m a s a 
w h o l e ? 

C o n f i d e n t i a l i t y M o d e r a t e 
I n t e g r i t y M o d e r a t e 
A v a i l a b i l i t y M o d e r a t e 

3 . L i s t a n d d i s c u s s t h e s o u r c e s f r o m w h i c h t h e s y s t e m c o l l e c t s P I I ( f o r i n s t a n c e , f r o m 
a n i n d i v i d u a l , a n o t h e r f e d e r a l a g e n c y , e t c . ) ; t h e f o r m a t i n w h i c h P I I i s c o l l e c t e d ( f o r 
i n s t a n c e , v i a a f o r m , f a c e - t o - f a c e , p h o n e , e t c . ) ; t h e n o t i f i c a t i o n g i v e n a t t i m e o f 
c o l l e c t i o n f r o m a n i n d i v i d u a l r e g a r d i n g t h e P r i v a c y A c t a n d t h e a b i l i t y t o o p t - o u t o f 
c o l l e c t i o n ( a n d t h e c o n s e q u e n c e s o f o p t i n g o u t ) . I n c l u d e a c o p y o f a l l f o r m s  
P r i v a c y A c t s t a t e m e n t s u s e d t o c o l l e c t i n f o r m a t i o n . 

T h e s o u r c e s o f P I I w i t h i n t h e s y s t e m i s f r o m t h e f o l l o w i n g : 

•  Individual 
•  Federal  
• Th ird Pa   u rce 

PII within the system is collected 

• via   
•  Paper/written form 
• Via  phone 
• Via  Emails 
•  from other PBGC  



4 . D i s c u s s a n y p r i v a c y c o n t r o l s t h a t P B G C i n h e r i t s f r o m a n e x t e r n a l p r o v i d e r ( c l o u d 
p r o v i d e r , t h i r d p a r t y p r o v i d e r , a n o t h e r g o v e r n m e n t a g e n c y , e t c . ) I f a n 
I n t e r c o n n e c t i o n S e c u r i t y A g r e e m e n t ( I S A ) , M e m o r a n d u m o f U n d e r s t a n d i n g ( M O U ) , 
o r s i m i l a r d o c u m e n t i s i n p l a c e , p l e a s e s u m m a r i z e t h e p r i v a c y a p p l i c a b l e p o r t i o n s o f 

Not Applicable to LTP 

t h a t d o c u m e n t . 

5 . F o r t h e u s e r r o l e s i n t h e s y s t e m : 

R o l e N a m e N u m b e r o f 
Users i n t h a t 
r o l e 

A p p r o v e r Access L e v e l 
(Read, W r i t e , e tc) 

R e c e r t i f i c a t i o n D a t e 

 
A R T I S U s e r 1 8 B i l l C o n d r o n R e a d / w r i t e 
A R T I S p r o d s u p p o r t 2 

B i l l C o n d r o n 
R e a d / w r i t e 

L M S C o n f i d u s e r -
a d m i n 

3 P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 

L M S C o n f i d u s e r - A T T Y 2 5 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s R e a d / w r i t e 

L M S C o n f i d u s e r - A G C 6 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 
L M S C o n f i d u s e r -
D A G C 

4 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 

L M S C o n f i d u s e r - L C 2 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 
L M S C o n f i d u s e r - F R 6 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 
L M S C o n f i d u s e r - L P A 2 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 
L M S C o n f i d u s e r - S C 2 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 
L M S C o n f i d u s e r - P A R A 3 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 
L M S C o n f i d u s e r - T e c h 1 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

R e a d / w r i t e 
L M S C o n f i d u s e r - G C 1 

P a u l C h a l m e r s ; 
T h o r n V e r r a t t i ; 
J a m e s B u r n s 

 

6 . D o e s t h e S y s t e m l e v e r a g e t h e E n t e r p r i s e A c c e s s C o n t r o l s ? 

  

• N o . ' 



7 . D i s c u s s t h e P h y s i c a l , T e c h n i c a l , a n d A d m i n i s t r a t i v e c o n t r o l s t h a t a r e e m p l o y e d t o 

s e c u r e t h e P I I i n t h e s y s t e m . 

The physical controls employed to secure the PII in the system are: Security 
guards, identification badges, key entry, locked offices,   cabinets. 

The technical controls employed to secure the PII in the system are: password 
protection, virtual private network,  unique user identification names, 
Encryption, intrusion detection, personal identity verification card access. 

Administrative controls employed to  the PII in the system are: period 
security audits, annual refresher training for security, privacy and records 
management, encryption  backups containing sensitive data, roles-based 
training, methods to ensure only authorized personnel have access to PII, 
mandatory onboard training for security, privacy and record management. 

8 . F o r t h e P I I i n t h e s y s t e m , d i s c u s s t h e a c t u a l / i n t e n d e d u s e s o f t h e P I I ; t h e s t e p s t a k e n 
t o l i m i t t h e P I I c o l l e c t e d t o t h e m i n i m u m n e e d e d ; a n d t h e r e a s o n s t h e P I I i s 
n e c e s s a r y a n d r e l e v a n t . 

The potential PII in a given document or artifact associated with a matter, appeal, 
or request in LTP exists solely as free-form information within the document's 
context. This information has been deemed relevant to the matter, appeal, or 
request by the attorneys or analysts who are assigned  that matter, appeal, or 
request. 

 D i s c u s s t h e d a t a f l o w s w i t h i n t h e s y s t e m ( i n c l u d e s o u r c e s o f d a t a f o r d a t a f l o w i n g 
i n t o t h e s y s t e m , d e s t i n a t i o n s f o r d a t a f l o w i n g o u t o f t h e s y s t e m , a n d a n y r o u t i n e 
u s e s a p p l i c a b l e t o t h e s y s t e m ) . F o r a n y i n f o r m a t i o n t h a t i s s h a r e d i n t e r n a l l y , b e 
s u r e t o d i s c u s s w h e t h e r t h e s e d a t a i n t e r c o n n e c t i o n s a r e n o t e d i n C S A M . B e s u r e  
i n c l u d e a n y M O U , I S A , o r I n t e r a g e n c y A g r e e m e n t s . 



F o r L T P / L M S t h e r e a r e n o r e a l d a t a flows i n o r o u t t h a t a r e n ' t j u s t t h e i n t e r n a l 
w o r k i n g s o f t h e a g e n c y . L T P / A R T I S a l s o d o e s n o t h a v e a n y o u t g o i n g P I I o r o t h e r 
i n f o r m a t i o n t o o t h e r s y s t e m s b u t c a n v i e w a p p e a l s i n f o r m a t i o n t h a t i s s t o r e d i n 
O B A ' s G E N E S I S d a t a b a s e . T h e r o u t i n e u s e s f o r e a c h s u b s y s t e m t h a t a r e l i s t e d i n 
S O R N s  ( A d m i n i s t r a t i v e A p p e a l s F i l e ) a n d  ( O G C C a s e 
M a n a g e m e n t S y s t e m ) w h i c h c o r r e s p o n d t o L T P / A R T I S a n d L T P / L M S . 

P I I w i l l b e s h a r e d i n t e r n a l l y t o t h o s e w i t h a n e e d t o k n o w t o p e r f o r m t h e i r 
o f f i c i a l P B G C d u t i e s . 

1 0 . D o e s t h e s y s t e m l e v e r a g e t h e c o m m o n l y o f f e r e d c o n t r o l f o r A c c o u n t i n g o f 
D i s c l o s u r e s ? 

 Y e s 

•  N o 

2.3 Privacy Office Review 

Name of Reviewer S h a w n H a r t l e y 

Date Reviewed 0 4 / 0 1 / 2 0 1 9 

Expiration Date 0 4 / 0 1 / 2 0 2 0 

Result 
 w i t h o u t c o n d i t i o n s 

• A p p r o v e d  w i t h c o n d i t i o n s ( s e e b e l o w ) . 

• D e n i e d 

(For Privacy Office Use Only) 

D i s c u s s a n a l y s i s o f r i s k s a n d c o m p e n s a t i n g c o n t r o l s ( o r o t h e r m i t i g a t i o n s t e p s . 

Enter description here. 

D i s c u s s a n y c o n d i t i o n s o n A p p r o v a l 

Enter description here. 



2.4 Signatures and Approval 

Information System Owner 

N a m e : J a m e s B u r n s 

D e p t / O f f i c e : O G C 

P h o n e : 2 0 2 - 3 2 6 ¬
 e x t . 3 5 2 5 

E m a i l : 
b u r n s . j a m e s @ p b g c . g 
 
I c e r t i f y t h a t t h i s P I A i s a n a c c u r a t e r e p r e s e n t a t i o n o f 
t h e s e c u r i t y a n d p r i v a c y c o n t r o l s i n p l a c e t o p r o t e c t 
t h e P I I t h a t t h e s y s t e m d o e s / w i l l c o l l e c t o r m a i n t a i n . 

S i g n a t u r e 

D a t e s i g n e d 

Authorizing Official 

N a m e : P a u l C h a l m e r s 

D e p t / O f f i c 
e : 

O G C 

P h o n e : 2 0 2 - 3 2 6 - 4 4 0 0 , e x t . 
3 5 5 5 

E m a i l : C h a l m e r s . p a u l @ p b g c . g 
 

I c e r t i f y t h a t t h i s P I A i s a n a c c u r a t e 
r e p r e s e n t a t i o n o f t h e s e c u r i t y a n d p r i v a c y 
c o n t r o l s i n p l a c e t o p r o t e c t t h e P I I t h a t t h e 
s y s t e m  c o l l e c t o r m a i n t a i n . 

S i g n a t u r e 

D a t e 
s i g n e d 

Chief Privacy Officer 

N a m e : M a r g a r e t D r a k e 

I c e r t i f y t h a t I h a v e r e v i e w e d t h i s P I A a n d  f u l l y 
c o n s i d e r e d t h e p r i v a c y r i s k s t h a t t h i s  

 

D a t e  

This page is for i n t e r n a l r o u t i n g purposes of documentation of approvals. 
Upon f i n a l approval, this page must be removed prior to publication of the 
PIA. , 
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