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1 Privacy Point of Contact 

Name H a r r i s o n E n o n g e n e 

Title 
I n f o r m a t i o n S y s t e m S e c u r i t y a n d 

P r i v a c y O f f i c e r  

Phone 2 0 2 - 3 0 4 - 9 0 7 5 

Email E n o n g e n e . h a r r i s o n @ p b g c . g o v 
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2 Privacy Impact Assessment 
A P r i v a c y I m p a c t A s s e s s m e n t ( P I A ) i s a n a n a l y s i s o f h o w i n f o r m a t i o n i s / w i l l b e h a n d l e d : 

i . T o e n s u r e h a n d l i n g c o n f o r m s t o a p p l i c a b l e l e g a l , r e g u l a t o r y , a n d p o l i c y 
r e q u i r e m e n t s r e g a r d i n g p r i v a c y , 

T o d e t e r m i n e r i s k s a n d e f f e c t s o f c o l l e c t i n g , m a i n t a i n i n g , a n d d i s s e m i n a t i n g 
i n f o r m a t i o n i n a n i d e n t i f i a b l e f o r m i n a n e l e c t r o n i c i n f o r m a t i o n s y s t e m , a n d 
T o e x a m i n e a n d e v a l u a t e p r o t e c t i o n s a n d a l t e r n a t i v e p r o c e s s e s f o r h a n d l i n g 
i n f o r m a t i o n t o m i t i g a t e p o t e n t i a l p r i v a c y r i s k s . 

u . 

 

P r i v a c y c o n c e r n s a r e h i g h e s t f o r s y s t e m s t h a t c o n t a i n P e r s o n a l l y I d e n t i f i a b l e I n f o r m a t i o n 
( P I I ) . P I I i s d e f i n e d a s i n f o r m a t i o n t h a t c a n b e u s e d t o d i s t i n g u i s h o r t r a c e a n i n d i v i d u a l ' s 
i d e n t i t y , e i t h e r a l o n e o r w h e n c o m b i n e d w i t h o t h e r i n f o r m a t i o n t h a t i s l i n k e d o r l i n k a b l e t o 
a s p e c i f i c i n d i v i d u a l . B e c a u s e t h e r e a r e m a n y t y p e s o f i n f o r m a t i o n t h a t c a n b e u s e d t o 

d i s t i n g u i s h o r t r a c e a n i n d i v i d u a l ' s i d e n t i t y , t h e t e r m P I I i s 
n e c e s s a r i l y b r o a d . 

          

  

   

        

 
    

F o r e x a m p l e , c o n s i d e r a p e r s o n n a m e d M a r y J o n e s . 
T h e r e a r e o v e r 2 0 0 m i l l i o n r e s u l t s i n a n i n t e r n e t s e a r c h 
f o r t h i s n a m e . B u t i f w e c o m b i n e i n f o r m a t i o n s u c h a s a 
d a t e o f b i r t h , t h e l a s t f o u r d i g i t s o f a ( o r w o r s e , a n e n t i r e ) 
S o c i a l S e c u r i t y N u m b e r , o r a s p o u s e ' s n a m e , t h e n u m b e r 
o f p e r s o n s t o w h o m w e c o u l d b e r e f e r r i n g b e g i n s t o 
n a r r o w q u i t e r a p i d l y . T h e s e t y p e s o f i n f o r m a t i o n a r e 
c o n s i d e r e d i d e n t i f i e r s . I d e n t i f i e r s t h a t u n i q u e l y i d e n t i f y 
a p e r s o n a r e t h e f o c u s o f p r i v a c y p r o t e c t i o n . 



 The Components of the System 
N a m e o f 
c o m p o n e n t 

D e s c r i b e t h e 
c o m p o n e n t ( 1 o r 2 
s e n t e n c e s ) 

D o e s t h i s 
c o m p o n e n t 
c o n t a i n P I I 

I n w h a t s y s t e m o f 
r e c o r d s ( S O R N ) i s 
t h i s i n f o r m a t i o n 
s t o r e d 

W h a t i s t h e L e g a l 
A u t h o r i t y f o r 
c o l l e c t i o n o f t h i s 
i n f o r m a t i o n 

D o e s t h i s s y s t e m 
s h a r e P I I 
i n t e r n a l l y (please 
detail in question 9) 

F D o n l i n e F D o n l i n e i s a 
s o l u t i o n f o r 
a u t o m a t i n g t h e 
a n n u a l f i n a n c i a l 
d i s c l o s u r e p r o c e s s . 
F D o n l i n e 
f a c i l i t a t e s t h e 
a u t o m a t i o n o f t h e 
U n i t e d S t a t e s 
O f f i c e o f 
G o v e r n m e n t E t h i c s 
( O G E )  4 5 0 . 

Y e s  
E x e c u t i v e B r a n c h 
C o n f i d e n t i a l 
F i n a n c i a l 
D i s c l o s u r e R e p o r t s 
P r i v a c y A c t s y s t e m 
o f r e c o r d s n o t i c e . 

T i t l e I  t h e E t h i c s 
i n G o v e r n m e n t A c t 

 1 9 7 8 ( 5 U . S . C . 
A p p . ) , E x e c u t i v e 
O r d e r 1 2 6 7 4 ( a s 
m o d i f i e d b y 
E x e c u t i v e O r d e r 

 a n d 5 C F R 
P a r t 2 6 3 4 , S u b p a r t 
I , o f t h e O f f i c e o f 
G o v e r n m e n t E t h i c s 
r e g u l a t i o n s 
r e q u i r e t h e 
r e p o r t i n g o f t h i s 
i n f o r m a t i o n . 

N o 



2.2 The System as a Whole 
1 . P l e a s e d e s c r i b e t h e p u r p o s e o f t h e s y s t e m w h e n c o n s i d e r e d a s a w h o l e . P l e a s e 

i n c l u d e i f t h i s i s a n e x i s t i n g s y s t e m 

FDonline is a  for automating the annual financial disclosure process. 
FDonline facilitates the automation  the United States Office of Government 
Ethics (OGEJ Form 450. FDonline electronically notifies filers  the requirement 
to file and provides a link to a program that walks the filer through the entire 
form-filing process. The application automatically reminds filers  their  to 
file as due dates approach, allows for electronic filing, and automates 
management reports of non-filers. FDonline is an existing system  goes 
through annual recertification. 

2 . W h a t a r e t h e C o n f i d e n t i a l i t y , A v a i l a b i l i t y , a n d I n t e g r i t y r a t i n g s f o r t h e s y s t e m a s a 
w h o l e ? 

C o n f i d e n t i a l i t y M o d e r a t e 
I n t e g r i t y M o d e r a t e 
A v a i l a b i l i t y M o d e r a t e 

3 . L i s t a n d d i s c u s s t h e s o u r c e s f r o m w h i c h t h e s y s t e m c o l l e c t s P I I ( f o r i n s t a n c e , f r o m 
a n i n d i v i d u a l , a n o t h e r f e d e r a l a g e n c y , e t c . ) , t h e f o r m a t i n w h i c h P I I i s c o l l e c t e d ( f o r 
i n s t a n c e , v i a a f o r m , f a c e - t o - f a c e , p h o n e , e t c . ) , t h e n o t i f i c a t i o n g i v e n a t t i m e o f 
c o l l e c t i o n f r o m a n i n d i v i d u a l r e g a r d i n g t h e P r i v a c y A c t , a n d t h e a b i l i t y t o o p t - o u t o f 
c o l l e c t i o n ( a n d t h e c o n s e q u e n c e s o f o p t i n g o u t ) . I n c l u d e a c o p y o f a l l f o r m s a n d 
P r i v a c y A c t s t a t e m e n t s u s e d t o c o l l e c t i n f o r m a t i o n . 

F D o n l i n e d o e s n o t a s k f o r P I I , h o w e v e r u s e r s c a n i n p u t w r o n g i n f o r m a t i o n 
w i t h i n t h e s y s t e m a n d i n a d v e r t e n t l y s u b m i t P I I . I f F D o n l i n e a s k s f o r w o r k 
a d d r e s s , s o m e u s e r s m a y p u t t h e i r h o m e a d d r e s s i n s t e a d o f w o r k a d d r e s s w h i c h 
n o w c a u s e s P I I t o r e s i d e w i t h i n t h e s y s t e m . 

System users access the system via a Hypertext Transfer Protocol Secure (HTTPS) 
connection and complete the  PII is uploaded into the Intelliworx system 
via an  form. 

4 . D i s c u s s a n y p r i v a c y c o n t r o l s t h a t P B G C i n h e r i t s f r o m a n e x t e r n a l p r o v i d e r ( c l o u d 
p r o v i d e r , t h i r d p a r t y p r o v i d e r , a n o t h e r g o v e r n m e n t a g e n c y , e t c . ) . I f a n 

No ISA is required because there is no dedicated connection. To complete the 
online form, system users access the system via an HTTPS connection. 



2.3 Privacy Office Review 
i 

Name of Reviewer G r e g o r y A r m s t r o n g 

Date Reviewed 0 8 / 1 5 / 2 0 1 9 

Expiration Date 0 8 / 1 4 / 2 0 2 0 

Result 
 w i t h o u t c o n d i t i o n s 

• A p p r o v e d  w i t h c o n d i t i o n s ( s e e b e l o w ) . 

• D e n i e d 

(For Privacy Office Use Only) 

D i s c u s s a n a l y s i s o f r i s k s a n d c o m p e n s a t i n g c o n t r o l s ( o r o t h e r m i t i g a t i o n s t e p s . 

Enter description here. 

D i s c u s s a n y c o n d i t i o n s o n A p p r o v a l 

Enter description here. 



2.4 Signatures and Approval 

Information System 
Owner/Information Owner 

N a m e : D a n i e l W h e e l e r 

D e p t / O f f i c e : O G C 

P h o n e : 2 0 2 - 2 2 9 - 6 8 7 3 

E m a i l : 
 
I c e r t i f y t h a t t h i s P I A i s a n a c c u r a t e 
r e p r e s e n t a t i o n o f t h e s e c u r i t y a n d p r i v a c y 
c o n t r o l s i n p l a c e t o p r o t e c t t h e P I I t h a t t h e 
s y s t e m d o e s / w i l l c o l l e c t o r m a i n t a i n . 

  

D a t e s i g n e d 

Authorizing Official 

N a m e : P a u l C h a l m e r s 

D e p t / O f f i c e : O G C 

P h o n e : 2 0 2 - 2 2 9 - 3 5 5 5 

E m a i l : 
 
I c e r t i f y t h a t t h i s P I A i s a n a c c u r a t e 
r e p r e s e n t a t i o n o f t h e s e c u r i t y a n d p r i v a c y 
c o n t r o l s i n p l a c e t o p r o t e c t t h e P I I t h a t t h e 
s y s t e m d o e s / w i l l c o l l e c t o r m a i n t a i n . 

S i g n a t u r e  

D a t e s i g n e d 

Chief Privacy Officer 

N a m e : H a r t l e y S h a w n 

I c e r t i f y t h a t I h a v e r e v i e w e d t h i s P I A a n d h a v e 
f u l l y c o n s i d e r e d t h e p r i v a c y r i s k s t h a t t h i s 
s y s t e m c r e a t e s . 

S i g n a t u r e 

 e  
 

This page  for i n t e r n a l r o u t i n g purposes of documentation of approvals. 
Upon f i n a l approval, this page must be removed prior to publication  the 
PIA. 


