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General Routine Uses 

System Name: 

 Personnel Security Investigation Records — PBGC 

System Classification: 

 None 

System Location: 

 PBGC, 1200 K Street NW, Washington, DC 20005 (Records may be kept at an additional 
location as backup for Continuity of Operations) 

Categories of Individuals Covered by the System: 

 Current and former Applicants, employees, students, interns, volunteers, government 
contractors, experts, instructors, and consultants to Federal programs who undergo a personnel 
background investigation for the purpose of determining suitability for employment, contractor 
employee fitness, credentialing for Homeland Security Presidential Directive 12 12), and/or access 
to PBGG facilities or information technology system. Individuals who have corresponded with 
PBGC. 

Categories of Records in the System: 

 Name; former names; date and place of birth; home address; email address; phone 
numbers; employment history; residential history; education and degrees citizenship; passport 
information; name, date and place of birth, social security number, and citizenship information for 
spouse or cohabitant; the name and marriage information for current and former spouse(s), names 
of associates and references and their contact information; names, dates and places of birth, 
citizenship, and addresses of relatives; names of relatives who work for the federal government; 
information on foreign contacts and activities; association records; information on loyalty to the 
United States; criminal history; mental health history; drug use; financial information; fingerprints; 
information from the Internal Revenue Service pertaining to income tax returns; credit reports; 
information pertaining to security clearances; other agency reports furnished to PBGC in 
connection with the background investigation process; summaries of personal and third party 
interviews conducted during the background investigation; results of suitability decisions; and 
other information developed from above.  

Records pertaining to security violations may contain information pertaining to 
circumstances of the violation; witness statements; investigator's notes; and documentation of 
agency action taken in response to security violations. 

https://www.gpo.gov/fdsys/pkg/FR-2016-09-14/pdf/2016-21975.pdf
http://www.pbgc.gov/documents/GeneralRoutineUses.pdf


Authority for Maintenance of the System: 

 29 U.S.C. 1302; 5 U.S.C. 3301; 44 U.S.C. 3101; Executive Order 10450; Executive Order 
13488; 5 CFR 5.2; 5 CFR 731 and 736; 5 CFR 1400; OMB Circular No. A-130 Revised, Appendix III, 
61 FR 6428; and 12. 

Purpose(s): 

The records in this system of records are used to document and support decisions as to the 
suitability, eligibility, and fitness for service of applicants for federal employment and contract 
positions, and may include students, interns, or volunteers, to the extent their duties require access 
to federal facilities, information, systems, or applications.  

The records may also be used to help streamline and make more efficient the investigations 
and adjudications processes generally.  

The records additionally may be used to document security violations and supervisory 
actions taken in response to such violations. 

Routine Uses of Records Maintained in the System, Including Categories of Users and the 
Purposes of Such Uses: 

 Information about covered individuals may be disclosed witout consent as permitted by the 
Privacy Act of 1974, 5 U.S.C. 522a(b), and: 

1. General Routine Uses G1 through GXX apply to this system of records (see Prefatory 
Statement of General Routine Uses). 

2. A record from this system of records may be disclosed to an authorized source from 
which information is requested in the course of an investigation, to the extent necessary 
to identify the individual, to inform the source of the nature and purpose of the 
investigation, or to identify the type of information requested. 

3. A record from this system of records may be disclosed to the Office of Personnel 
Management, the Merit Systems Protection Board, the Federal Labor Relations 
Authority, or the Equal Employment Opportunity Commission to carry out its respective 
authorized functions (under 5 U.S.C. 1204, and 7105, and 42 U.S.C. 2000e-4, that order) 

Policies and Practices for Storing, Retrieving, Accessing, Retaining, and Disposing of Records 
in the System: 

Storage: 

 Records are maintained manually in paper and/or electronic form, including computer 
databases, magnetic tapes, and discs. Records are also maintained on PBGC’s network back-up 
tapes. 

Retrievability: 

 Records are retrieved by the name of the correspondent. 

Safeguards: 



 PBGC has adopted appropriate administrative, technical, and physical controls in 
accordance with PBGC's security program to protect the security, integrity, and availability of the 
information, and to ensure that records are not disclosed to or accessed by unauthorized 
individuals.  

Paper records are kept in file cabinets in areas of restricted access that are locked after 
office hours. Electronic records are stored on computer networks and protected by assigning both 
network and system-specific user identification numbers to individuals needing access to the 
records and by passwords set by authorized users that must be changed periodically.  

Retention and Disposal: 

Records are maintained in accordance with the General Records Retention Schedules issued 
by the National Archives and Records Administration (NARA) or a PBGC records disposition 
schedule approved by NARA.  

Records existing on paper are destroyed beyond recognition. Records existing on computer 
storage media are destroyed according to the applicable PBGC media sanitization practice.  

System Manager(s) and Address:  

Director, Workplace Solutions Department, PBGC, K Street, NW, Washington, DC 20005. 

Notification Procedure:  

Individuals wishing to learn whether this system of records contains information about 
them should submit a written request to the Disclosure Officer, PBGC, K Street, NW, Washington, DC 
20005, and provide the following information:  

a) Full name. 
b) Any available information regarding the type of record involved. 
c) The address to which the record information should be sent. 
d) You must sign your request. 

Attorneys or other persons acting on behalf of an individual must provide written authorization 
from that individual for the representative to act on their behalf.  

Individuals requesting access must also comply with PBGC's Privacy Act regulations regarding 
verification of identity and access to records (29 CFR 4902.3). 

Record Access Procedure:  

Individuals wishing to request access to their records should submit a written request to 
the Disclosure Officer, PBGC, 1200 K Street, NW, Washington, DC 20005, and provide the following 
information:   



a) Full name.  
b) Any available information regarding the type of record involved.  
c) The address to which the record information should be sent.  
d) You must sign your request.  

Attorneys or other persons acting on behalf of an individual must provide written authorization 
from that individual for the representative to act on their behalf. 

Individuals requesting access must also comply with PBGC's Privacy Act regulations regarding 
verification of identity and access to records (29 CFR 4902.3). 

Contesting Record Procedure:  

Individuals wishing to request amendment to their records should submit a written request 
to the Disclosure Officer, PBGC, 1200 K Street, NW, Washington, DC 20005, and provide the 
following information:  

a) Full name.  
b) Any available information regarding the type of record involved.  
c) A statement specifying the changes to be made in the records and the justification therefore.  
d) The address to which the response should be sent.  
e) You must sign your request.  

Attorneys or other persons acting on behalf of an individual must provide written authorization 
from that individual for the representative to act on their behalf. 

Record Source Categories:  

Applications and other personnel and security forms, including but not limited to a SF-85, 
SF-85P, SF-86, SF-87 (via personal interviews with various individuals, including but not limited to 
the subject of the investigation present and former employers, references, neighbors, and other 
associates who may have information about the subject of the investigation; investigative records 
and notices of personnel actions furnished by other federal agencies; public records such as court 
filings; publications such as newspapers, magazines, and periodicals; tax records; educational 
institutions; police departments; credit bureaus; probation officials; prison officials; and medical 
professionals.  

Exemptions Claimed for the System:  

Pursuant to 5 U.S.C. 552a(k)(2), records in this system are exempt from the requirements of 
subsections (c)(3), (d), (e)(1), (e)(4) (G), (H), (I), and (f) of 5 U.S.C. 552a, provided, however, that if 
any individual is denied any right, privilege, or benefit that he or she would otherwise be entitled to 
by Federal law, or for which he or she would otherwise be eligible, as a result of the maintenance of 
these records, such material shall be provided to the individual, except to the extent that the 
disclosure of the material would reveal the identity of a source who furnished information to the 
Government with an express promise that the identity of the source would be held in confidence.  

 



Pursuant to 5 U.S.C. 552a(k)(5), records in this system are exempt from the requirements of 
subsections (c)(3), (d), (e)(1), (e)(4) (G), (H), (I), and (f) of 5 U.S.C. 552a, but only to the extent that 
the disclosure of such material would reveal the identity of a source who furnished information to 
the Government under an express promise that the identity of the source would be held in 
confidence.. 


