CONSOLIDATED FINANCIAL SYSTEMS PRIVACY IMPACT ASSESSMENT
EXECUTIVE SUMMARY

2.1 System Overview

The CFS is a major information system within FOD. The CFS has been identified as an
essential application for Continuity of Operations Plan (COOP) purposes. CFS addresses the
PBGC’s budgetary, fiscal, financial, management, and reporting needs. Below listing is an
overview of the application components and their interrelationships that make up PBGC’s
Financial Management Systems.

The CFS is comprised of the following systems:

A. CFS Revolving Fund System
B. CFS Trust Accounting System
C. CFS Consolidated System

Each of these systems is described in greater detail below

A. CFS- Revolving Fund System — the General Accounting Branch (GAB) is the primary user
of the CFS Revolving Fund System. It is comprised of the following subsystems:

CFS - Oracle Federal Financials — Revolving Set of Books 1
CFS — Application Desktop Integrator

CFS - Payroll Interface (P1)

CFS—Budget Interface

CFS — Premium Refund Interface

CFS - Invoice Tracking System
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1. CFS - Oracle Federal Financials Revolving Set of Books 1

CFS - Oracle Federal Financials Set of Books 1 is an automated and Oracle-based COTS
software package, called Oracle Federal Financials E-business Suite, version 11i (11.5.10),
running on an Oracle RDBMS 10.2.0.2 platform which records budgetary, administrative and
operational transactions of PBGC. It is considered a major information system within FOD. CFS
has been identified as an essential application for Continuity of Operations Plan (COOP)
purposes. It is comprised of the Oracle General Ledger, Oracle Federal Administrator, Oracle
Purchasing, Oracle Accounts Payable and Oracle HR (employee table maintenance only)
modules. It also utilizes Oracle’s Oracle’s Mass Allocation (OAM) and Cross Validation
functionality. It is mainly used by the GAB, BD, Budget Liaison Officers (BLOs) and
Contracting Officer’s Technical Representatives (COTRS). It is a subsidiary ledger to the general
ledger maintained in the CFS — Oracle Financials — Consolidated Set of Books, which prepares
PBGC'’s financial statements. The SB 1 supports single year and multi-year funds.

The CFS Revolving System utilizes standard, customized and Financial Statement Generator
(FSG) reports. There are approximately 75 custom oracle reports and FSG’s currently being
maintained for use by SB 1 users. The CFS Revolving System has some custom extensions,



objects, code and personalized forms to assist with user needs and further enhance security and
internal controls.

2. CFS - Application Desktop Integrator (ADI)

ADI is an automated, Excel based Oracle’s COTS package that allows authorized CFS General
Ledger users to prepare journal entries to import into the CFS general ledger for posting. This
application provides CFS users the flexibility of maintaining a secured, organized library of
journal entries required for PBGC’s ongoing accounting operations. The application does data
validation upon the start of the import process to ensure that entries created using ADI conform
to the security and validation rules defined within the CFS Revolving general ledger module.

3. CFS - Payroll Interface (PI)

CFS-PlI is an automated, PowerBuilder and Oracle-based custom software package that
interfaces payroll data from an external payroll system, Department of Interior’s Federal
Personnel/Payroll System, into CFS — Oracle Financials — Revolving SB 1. CFS-PI processes the
DOI payroll data file to create a CFS formatted, summary level journal entry. Once the file has
been properly processed in CFS-PI, CFS-PI performs a database link process to insert the
completed CFS-PI generated of the payroll journal entry data into the CFS — Oracle Financials —
Revolving SB 1 GL interface table for uploading and posting into the CFS — Oracle Financials —
Revolving SB’s general ledger module.

4. CFS - Budget Interface (BI)

CFS - Budget Interface is an automated, customized software that processes data from
customized spreadsheets to create a CFS formatted journal entry file for import into the CFS —
Oracle Financials — Revolving SB’s General Ledger module.

5. CFS - Premium Refund Interface

CFS - Premium Refund Interface is automated customized software that transfers premium
refund invoices from the Premium Accounting System (PAS) into the CFS — Oracle Financials —
Revolving SB’s interface tables for import into the Accounts Payable Module of CFS -

Revolving SB for processing and payment. This interface is supported by the PAS technical
team.

6. CFS - Invoice Tracking System (ITS)

CFS ITS is an automated, custom software package that tracks the status of unpaid invoices to be
entered into the CFS — Oracle Financials - Revolving SB for payment.

B. CFS - Trust Accounting System (TAS)

The Investment Accounting Branch (IAB) is the primary user of the CFS Trust Accounting
System. It is developed based on the chronology of events for each terminated plan. This



chronology begins with the Date of Termination and goes through the commingling of trusteed
plan assets at the PBGC custodian bank. When the plan has been commingled, units are issued
and the accounting of the individual plan ends except for the subsequent recording of various
receivables, which are processed through TAS.

It is comprised of the following subsystems:

CFS - Oracle Financials - Trust Set of Books (SB);

CFS - Application Desktop Integrator (ADI);

CFS - Portfolio Accounting & Management System (CFS- PAM);

CFS - Trust Interface System (CFS - T1S) and Trust Interface System XFR (CFS - TIS XFR)
and

5. CFS - Trust Auto Posting System (TAPS)
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The CFS Trust Account System utilizes Oracle customized and Financial Statement Generator
(FSG) reports. There are approximately 60 custom oracle reports and FSG’s maintained for use
by SB 2 users.

1. CFS- Oracle Financials - Trust Set of Books 2

CFS - Oracle Financials —Trust Set of Books is a general ledger module of the COTS package
called Oracle Federal Financials e-business suite Software. CFS — Trust Set of Books imports
investment accounting entries from CFS-PAM through CFS-TIS. It can currently generate
various standard Oracle Federal Financials reports and customized reports. CFS —Trust SB is a
subsidiary ledger to the general ledger maintained in the CFS — Consolidated SB, which is used
to prepare PBGC’s financial statements. CFS — Trust SB also uses the Mass-Allocation function
of Oracle Financials extensively. Various customized CFS request jobs are used to automate
certain manual processes of Oracle Financials. The data created by CFS — Trust SB, CFS -TIS
and CFS -TIS_XFR is stored in the Oracle database.

2. CFS - Application Desktop Integrator (ADI)

CFS - ADI is an automated, Excel based Oracle’s COTS package that allows authorized CFS
General Ledger users to prepare journal entries to import into the CFS general ledger for posting.
This application allows CFS users the flexibility of maintaining a secured, organized library of
journal entries required for PBGC’s ongoing accounting operations. The application does data
validation upon the start of the import process to ensure that entries created using ADI conform
to the security and validation rules defined within the CFS Trust SB’s general ledger module.

3. CFS - Portfolio Accounting & Management System (CFS- PAM)
CFS - PAM is an automated, COTS package which records plan level investment and accounting
transactions of terminated pension plans and generates files to transmit the transactions into CFS

- Oracle Financials — Trust SB. This system is supported by its vendor.

4. CFS - Trust Interface System (CFS -TIS) and Trust Interface System XFR (TIS XFR)



CFS - TIS (Trust Interface System) is an automated Oracle based custom software package,
developed to interface with the Portfolio Accounting and Management (PAM) system, Case
Management System (CMS), and the Consolidated Financial System (CFS). The main function
of TIS is to processes files processed by PAM and generates accounting entries after verifying
certain customized edits to be imported into the CFS Oracle Financials Trust SB 2. PAM
provides the IAB trust accountants with the ability to record plan level transactions. As part of
the processing, TIS applies built-in accounting rules (called edit checks) to each transaction.
There are currently 21 active edit rules used to edit information coming from PAM. TIS
combines the demographic data pulled from CMS with the data from PAM to create accounting
entries which are inserted into the GL_Interface table within CFS.

CFS - TIS_XFR is an automated Oracle-based custom software package, which must be run
daily to update CFS -TIS database with five tables of CFS - PAM data before CFS - TIS can
translate CFS - PAM files and generate the accounting entries for inputting into CFS. The
demographic data is not contained in the files generated by CFS - PAM. This functionality has
been transformed into a concurrent manager executed script, execution managed by a scheduled
job in CFS —Oracle Financials —Trust SB.

5. Trust Automated Posting Systems (TAPS)

CFS - TAPS is a script written to automatically import and post the journal entries created by
TIS from the GL_Interface table to the CFS Trust set of books. The TAPS process is a repeating
job within CFS. Upon success or failure, an email is sent to the appropriate IAB accountant.

C. CFS Consolidated Set of Books 3

The Financial Reporting and Accounting Analysis Group (FRAAG) is the primary user of the
CFS — Consolidated. It is comprised of:

1. CFS - Oracle Financials - Consolidated Set of Books 3
2. Fiscal Year (FY) File

The CFS Consolidate System utilizes Oracle customized and Financial Statement Generator
(FSG) reports. There are approximately 10 custom oracle reports and FSG’s being maintained
for use by SB 2 users.

1. CFS Oracle Financials Consolidated Set of Books 3

CFS - Consolidated is an automated and Oracle-based COTS software package, called Oracle
Federal Financials E-business Suite. It is comprised of the Oracle General Ledger. It is used to
prepare PBGC’s quarterly and annual financial statements. It consolidates summary level data
from the CFS -Trust Set of Books and CFS - Revolving Set of Books. It has various customized
reports designed in FSG. It is used mainly by FRAAG. The financial statements, generated by
CFS - Consolidated, are converted into a Word document using Excel and Word features.



2. CFS Fiscal Year (FY) File

CFS — FY File serves as an automated database to facilitate the preparation of the Corporation’s
financial statements. The FY file is the single collection point for data from three different
systems — the Consolidated Financial System (CFS), the Actuary Services Division (ASD), and
the Benefits Administration and Processing Department (BAPD). Once compiled, the data is
used to calculate journal entries which are ultimately recorded in CFS. The accounting and non-
accounting information is combined quarterly and at year-end in order to calculate nine adjusting
entries journal entries and prepare analytical reports. Only staff within the Financial Reporting
and Accounting Analysis Group (FRAAG) have the authority to approve the journal entries and
record them in the Consolidated Financial System (CFS). The FY file maintains historical
information for two years.

2.2 What information will be collected for this system?

A summary of the business functions and related information collected by CS is depicted below.
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The CFS Application’s Accounts Payable module collects and stores the following personally
identifiable information (PII) for those PBGC employees and vendors seeking payment:

Name

Address Information
Tax ID Number
Bank Information

This information is collected from the documents supporting payments such as purchase orders,
invoices, and premium refund requests. For payments to vendors, the information is checked



against the Department of Defense’s Central Contractor Registration (CCR) system to verify it is
up to date before payment is made. In the CFS system, the accounts payable function is housed
in the same application as the general ledger functions for all of PBGC’s funds; bringing this
information together does not create previously unavailable information about individuals. The
general ledger information from the trust system and the financial reporting system contain
PBGC accounting data that does not contain information on individuals. The General Ledger
module of the CFS application has a Payroll Interface program that imports the Department of
Interior (DOI) payroll cost file as Payroll GL journals into the CFS application. However, this
payroll information is imported in an aggregated form and does not contain personally
identifiable information.

2.3 Why is the information being collected?

CFS is the system of record for PBGC financial activity. The privacy information collected in
the CFS is used by the PBGC to process invoices for PBGC vendors.

2.4 What is the intended use of the information?

PBGC uses CFS information to accurately carry out and record PBGC’s financial activity;
manage financial operations of the PBGC; and report on the financial status to the President,
U.S. Congress, other federal agencies, and the public. PBGC specific uses includes management
of funds and budgetary control, acquisition and purchasing, accounts payable and receivable,
assets, cost, and reporting.

2.5 With whom will the information be shared?

As depicted in 2.1 System Overview, CFS shares information with other applications and
systems; CFS users throughout the PBGC; other federal agencies; the President; U.S. Congress;
and the public.

CFS has the following fully or partially automated interfaces:

Incoming

e Premium Refund Interface — allows Premium Accounting System (PAS) to import records
into PAS-CFS interface tables where they are verified by General Accounting Branch (GAB)
personnel and certified for payment. The interface between the systems is fully automated.

e Payroll Interface — records the aggregate payroll payment transactions in CFS. The interface
is partially automated and requires some personnel attention. The Payroll Interface
application processes an export file from the FPPS and inserts records into CFS interface
tables.



The Budget Upload Interface, an automated interface, allows PBGC to upload the approved
budget to CFS. The interface uploads the budget data using SQL Loader.

Trust Interface System (TIS) — imports the non-commingled plan asset transaction journal
entries to the CFS interface table where they verified and posted to Trust Ledger. The
interface is automated.

Outgoing

Secure Payment System (SPS) — allows PBGC to make payments via the Department of the
Treasury to vendors, employees for travel reimbursement, and to refund premium
overpayments. CFS generates the payment export files, which are processed by standalone
scripts and applications to convert data to a format acceptable by SPS.

CFS also has the following manual interfaces:

Incoming

Commingled Assets transaction journal entries performed by Investment Accounting Branch
(1AB) based on the State Street Bank daily Acquisition/Liquidation Form

Premium Income is manually entered based on the information from PAS
Information on vendor invoice payments is manually entered into CFS

Travel Reimbursement obligations and vouchers are manually created in CFS based on
reports from FedTraveler

The Procurement Department submits paper requests to GAB for commitment and obligation
transactions based on operations done in Comprizon

Reimbursements payment information for training tracked in the OnTrack system is
manually entered in CFS

Financial Reporting and Accounting Group (FRAAG) manually obtains assets information
from CFS for financial reporting purposes. FRAAG also makes manual adjusting journal
entries in CFS.

Also, PBGC collects updated data manually about independent contractors from the Central Contractor
Registration (ccr.gov)

2.6 What opportunities do individuals have to decline to provide information or to consent to

particular uses of information, and how can individuals grant consent?



CFS does not collect information directly from individuals. Consent is implied by doing
business with PBGC because the information is required for PBGC to create payments. Access
to the CFS system is limited to authorized PBGC employees and contractors who require the
access to support PBGC business processes. All users must go through a defined access request
process managed by the PBGC Service Desk. Users must completely fill out an access request
form and get it signed by their manager. The form is then routed to the appropriate system
owner, who must authorize access and approve the users roles and responsibilities before the
system administrator can set the user up in the system. The user’s access is further controlled by
the use of ‘responsibilities’ with CFS that restrict the user’s access to views, menus, reports,
processes and data elements. CFS access is also controlled by single sign-on process.

2.7 How will the information be secured?

The CFS System Security Plan documents the security requirements as well as planned and
implemented security controls. The CFS system has undergone a risk assessment and analysis,
Certification and Accreditation process. The CFS system security plan is based on the National
Institute of Standards and Technology (NIST) requirements and employs management, operation
and technical controls. The CFS system security plan established a baseline security posture to
support the security of the CFS application and the information contained within the CFS.

To prevent unauthorized access, maintain data accuracy, and ensure the appropriate use of
information, PBGC has put in place physical, electronic, and managerial controls to protect the
information collected in CFS, including the use of user ids; passwords; firewalls; and a intrusion
detection system.  There is also a process in place to monitor and respond to incidents. The
following services were addressed to safeguard information at the application security level:

e ldentification & Authentication (I & A);
e Access controls;

e Audit Trails; and

e Integrity & Validation

Access to personally identifiable information (SSN, Tax ID, bank information, address
information) in CFS used for payment processing is secured within the application using
customized features that restrict both view and update capabilities to certain need-to-know
responsibilities in addition to Oracle Financials standard security features. Oracle implements
role based access and has defined roles that limit users to perform specific tasks and limits them
to specific data. When users are approved for access to the system through the PBGC Service
Desk process, they are assigned the approved Oracle security responsibilities to perform their job
functions by a FOD Systems Accountant as designated by the System Owner. This limits users
to only the screens and reports that they are authorized to perform their jobs. PBGC has a
sensitive data policy in place that requires physical print outs of reports that contain sensitive
information to be shredded after the documents are no longer required. The hard copy
documents are filed in a secure location.



PBGC also has a General Support System Security Plan that establishes a security posture for the
infrastructure that supports the CFS application. This plan includes the physical safeguards to
protect the PBGC servers and network where the CFS application resides.

2.8 Is this system or collection part of a privacy act system of records?

Yes. Pll in the CFS is covered by:
PBGC-2, Disbursements — 75 FR 37845 (June 30, 2010)

PBGC-4, Employee Travel Records — 75 FR 37846 (June 30, 2010)
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